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1. Which of the following are valid authentication user group types

on a FortiGate unit? (Select all that apply.)

A. Firewall

B. Directory Service

C. Local

D. LDAP

E. PKI

Answer: A,B,C,E

Explanation:

Page 43 of

http://docs.fortinet.com/fgt/handbook/40mr2/fortigate-authenticatio

n-40-mr2.pdf

2. Which of the following statements regarding Banned Words are

correct? (Select all that apply.)

A. The FortiGate unit can scan web pages and email messages for

instances of banned words.

B. When creating a banned word list, an administrator can indicate

either specific words or patterns.

C. Banned words can be expressed as wildcards or regular

expressions.

D. Content is automatically blocked if a single instance of a banned



word appears.

E. The FortiGate unit includes a pre-defined library of common

banned words.

Answer: A,C,D

Explanation:

http://www.scribd.com/doc/18579283/Spam-Filter

3. CORRECT TEXT

When creating administrative users, the

assigned____________________ determines user rights on the

FortiGate unit.

Answer: access profile

Explanation:

http://docs.google.com/viewer?a=v&q=cache:avlu2Gqf9qIJ:docs.fo

rtinet.com/fgt/handbook/40mr3/

fortigatecompliance-

40-mr3.pdf+When+creating+administrative+users,+the+assigned+

access+profile+determines

+user+rights+on+the+FortiGate

+unit&hl=en&gl=in&pid=bl&srcid=ADGEESgzqoPFOBdM9MpF0T_

MOTAa2iAy7fVLPgvTWlD1IsV

czJt98supdd

http://www.scribd.com/doc/18579283/Spam-Filter


W_9qMLxyBsnvU0ijR1dPFSfbQM08eEB00SlxAph3laJ3umkC52F

vxEoVWk2hWj3UZbnJWYUKEa

u3_

XCmp&sig=AHIEtbT4PD_bWjKNqs1FfExl-40Yf4nANg

4. If a FortiGate unit has a dmz interface IP address of

210.192.168.2 with a subnet mask of 255.255.255.0, what is a valid

dmz DHCP accessing range?

A. 172.168.0.1-172.168.0.10

B. 210.192.168.3-210.192.168.10

C. 210.192.168.1 - 210.192.168.4

D. All of the above

Answer: C

Explanation:

5. Which of the following items represent the minimum

configuration steps an administrator must perform to enable Data

Leak Prevention from flowing through the FortiGate unit? (Select all

that apply.)

A. Assign a DLP sensor in a firewall policy.

B. Apply one or more DLP rules to a firewall policy.

C. Enable DLP globally using the config sys dip command in the



CU.

D. Define one or more DLP rules.

E. Define a DLP sensor.

F. Apply a DLP sensor to a DoS sensor policy.

Answer: A,B,D,E

Explanation:

http://www.scribd.com/doc/49908929/147/Data-leak-prevention

6. A FortiGate 60 unit is configured for your small office. The DMZ

interface is connected to a network containing a web server and

email server. The Internal interface is connected to a network

containing 10 user workstations and the WAN1 interface is

connected to your ISP.

You want to configure firewall policies so that your users can send

and receive email messages to the email server on the DMZ

network. You also want the email server to be able to retrieve email

messages from an email server hosted by your ISP using the POP3

protocol.

Which policies must be created for this communication? (Select all

that apply.)

A. Internal > DMZ

B. DMZ > internal

http://www.scribd.com/doc/49908929/147/Data-leak-prevention


C. Internal > WAN1

D. WAN1 > Internal

E. DMZ>WAN1

F. WAN1 >DMZ

Answer: A,E

Explanation:


